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1. VMware vMotion introduction

o  Software will trigger the ESXi/ESX hosts (Powered by UPS) enter maintenance mode, so
as to migrate the VMs to the other online ESXi/ESX hosts After the UPS AC failing. At the
End, Software will shut down the ESXi/ESX hosts gracefully when the time is met. If the
UPS AC restore, Software will trigger the ESXi/ESX exit maintenance mode, so that the
vCenter Server will assign the VMs go back to original ESXi/ESX hosts.
o [fUPS AC restore when the VMs are migrating, the VMs will go on migrating to the other
online ESXi/ESX hosts and the ESXi/ESX hosts will go on entering maintenance mode.
Then the ESXi/ESX hosts will exit maintenance mode immediately, and the vCenter
Server will assign the VMs go back to original ESXi/ESX hosts.
o [f the VMs are migrating, but all the other ESXi/ESX hosts are offline, Software will shut
down the ESXi/ESX hosts and synchronously shut down the VMs gracefully.
o  Software supply two options “maintenance mode” and “shutdown mode” for ESXi/ESX
hosts:
< If just choose “maintenance mode”, ESXi/ESX hosts will enter maintenance mode
and the VMs will migrate to the other online ESXi/ESX hosts, but the hosts won'’t be
shutdown.

< If just choose “shutdown mode”, ESXi/ESX hosts won’t enter maintenance, but the
ESXi/ESX hosts and VMs will be shutdown.

< If both options are chosen, ESXi/ESX hosts will firstly enter maintenance and the
VMs will migrate to the other online hosts. At the end, The ESXi/ESX hosts will be
shutdown.

1.1 VMware vMotion precondition

Hardware:

e  UPS with network management card.

e  More than two VMware ESXi hosts (paid version) and vCenter Server

o  Network storage Server: NAS/SAN

Software:

e  VMware vCenter and VMware vSphere Client must be installed

e  ESXi/ESX hosts can enter maintenance by manually

e  Software must be installed in vCenter server or any other Windows/Linux system in the
same LAN with vCenter server
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1.2 Topology map

The same LAN Q@—

.. vMotion/shutdown

NMC

UPS UPS

Image 1.2
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2. Configuration

2.1 vCenter Server configuration

2.1.1 DRS setting

e DRS function must be enabled, choose Cluster,

right click Edit Setting > Turn on

VMware DRS. Click “Next” to finish open the DRS function. The DRS is enabled as default.
(&) WIN-UUTL181H8QM joRestest.com =vsphere ClientIE W S & T T TTT—"_"———"

File Edit View Inventory Administration Plug-ins Help

a8 |Q Home P g8 Inventory P Bl Hostsand Clusters

e

B & & %

[
= 18.139.120
g 172.18.139.249
[ 172.18.139.250
3 test-xp

B () WIN-UUT1181H8QM.jon
=
=

s XP SP3

TCshare
Getting Started [EMlulnklta Virtual Machines  Hosts | DRS | Resource Allocation | Performance | Tasks & Events | Alarms
General vSphere DRS
vSphere DRS: on Migration Automation Fully Automated
vSphere HA: Off Power Management Off
VMware EVC Mode: Disabled DRS 0
DRS Faults: 0
Total CPU Resources: 14 GHz Migration ADBN priority 1, priority 2,
Total Memory: 12,00 GB o and noarne 2
; Target host load standard devial<= 0
Total Storage: 50150 Current host load standard devi.3? 1'"5‘(;‘%90a-EP‘[‘--S'-m»--n-w,
Number of Hosts: 3 View Resource Distribution Chart
Total Processars: 8 View DRS Troubleshooting Guide
Number of Datastore 0 Storage
Total Datastores: 4 Storage resourc... - | Status | DriveType | Capa -
Virtual Machines and 6 & datastorel & Normal  Non-55D 129.2 _
Total Migrations using 453 @ datastorel (1) @ Normal Non-55D 60.7
@ datastorel (2) & Normal Non-55D 131.7
C - ¥ ocvirata @ Normal  Non-Q&n 1707
L « 1 3
& New virtual Machine %P New Datastore Cluster
[E* Add Host #h Edit Settings
& New Resource Pool

Image 2.1.1-1
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@ TCshare Settings

Cluster Features _
vSphere DRS Name

DRS Groups Manager [TCshare

Rules 7 7

Virtual Machine Options  Features

Power Management

Host Options [~ Turn On vSphere HA
\SIMwaﬁrle Ech ti vSphere HA detects fallures and provides rapid recovery for the virtual machines running within a
wapfile Location cluster. Core functionality includes host and virtual machine monitoring to minimize downtime when
heartbeats cannot be detected.

( [¥ Turh On vSphere DRS
phere DRS enables vCenter Server to manage hosts as an aggregate pool of resources. Cluster
resources can be divided into smaller resource pools for users, groups, and virtual machines.

vSphere DRS also enables vCenter Server to manage the assignment of virtual machines to hosts
automatically, suggesting placement when virtual machines are powered on, and migrating running
virtual machines to balance load and enforce resource allocation policies.

vSphere DRS and VMware EVC should be enabled in the cluster in order to permit placing and migrating
VMs with Fault Tolerance turned on, during load balancing.

Cancel

Help oK I
y

Image 2.1.1-2

2.1.2 VSphere HA setting

HA function is optioned, You can enable or disable “Turn on vSphere HA” according to

[ ]
your mind as above image “Image 2.1.1-2”. Once the HA Cluster feature is enabled,
VMware will disable the “Allow virtual machines to start and stop automatically with
the system” function, so that VMs will not be startup when the ESXi/ESX hosts restart.

@ Virtual Machine Startp and Shutdown —— i — ——

em Settings
m machines to start and stop automatically with the system
Default Shutdown Delay

Default Startup Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
Il[] 30
"' Continue immedi Shutdown Action: Guest Shutdown ﬂ
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they wil be stopped in the opposite order.
Ord...| Virtual Machine | Startup | Startup Del...| Shutd...| Shutdown ... |
Automatic Startup
Any Order
Manual Startup
Gh win2003 Disabl... 10seconds Shut... 30 seconds
Gh vMAS.5 Disabl... 10seconds Shut... 30 seconds Edit.

oK | Cancel Help
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Image 2.1.2-1

o [f HA feature is disabled, we advise enable “Allow virtual machines to start and stop

automatically with the system” function, so that the VMs will be startup when the
ESXi/ESX hosts restart.

Start VMware client, choose the hosts (every host should be set), Select “Configuration”
-> “Virtual Machine Startup/Shutdown”->"Properties”

| WIN-UUT1181HEQMjoi
File Edit View Inventory Administration Plug-ins Help

3] |E} Home P &8 Inventory P [l Hosts and Clusters

‘ &flen Search Inventory |(

& & B
B l’-ér' [ﬂ'CUUTnBlHSQM-JD"‘ 172,18,139,120 VMware ESXi, 5.0.0, 469512
B i Getting Started ' Summary | Virtual Machines = Performance [&TeiEu0)

172.18.139.120
172.18.139.249

Tasks & Events | Alarms ' Permissions ' Maps ' QNAP ' Storage Views = Hardw
Virtual Machine Startup and Shutdown

| Properties
Processors Start and Stop Virtual Machines with the syst... Enabled

= 12:3'139'250 Default Startup Delay 10 seconds
Memory Default Shutdown Delay 30 seconds
Storage Startup
Networking Ord...| Virtual Machine | Startup | Startup Del...| shutd... Shutdown ...
Storage Adapters Any Order
Network Adapters & vMA5.5 Enabl.. 10 seconds Power... 30 seconds
Advanced Settings &1 VMAS Enabl... 10 seconds Power... 30 seconds
Power Management & win7 Enabl... 10 seconds Power... 30 seconds

Software
Licensed Features
Time Configuration
DNS and Routing
Authentication Services

Power Management

[ virtual Machine Startup/Shutd
Virtual Machine Swapfie Locati
Security Profie

| _Host Cache Confiauration

Image 2.1.2-2
Select “Allow virtual machines to start and stop automatically with the system”
checkbox

Move all the VMs to “Automatic Startup” list.

Q Virtual Machine Startup and Shutdown W — T - | —

e — —

System Settings
| ¥ Allow virtual machines to start and stop automatically with the system I

Default Startup Delay
For each virtual machine, delay startup for:

10 seconds

[~ Continue immediately if the VMware Tools start

Default Shutdown Delay
For each virtual machine, delay shutdown for:

|30 seconds

Shutdown Action: Power Off

Startup Order
Power on the specified virtual machines when the system starts. During shutdown,

they will be stopped in the opposite order.

Ord...| Virtual Machine | Startup | Startup Del...| Shutd...| Shutdown ...|

fAutomatic Startup

1 G vMAS.5 Enabl... 10seconds Power... 30 seconds

2 G VMAS Enabl... 10seconds Power... 30 seconds
] 5 win7 Enabl... 10 seconds Power... 30 seconds |
Any Order

Manual Startup

[ o |

Cancel

Move Up |
Move Down |

Edit...

Help |

Image 2.1.2-3
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2.1.3 Enter/Exit maintenance manually

e  Make sure the ESXi/ESX hosts can enter maintenance mode manually
Right click ESXi/ESX hosts, Choose “Enter Maintenance Mode”

File Edit View Inventory Administration Plug-ins Help

& £y Home P g Inventory P [ Hosts and Clusters
o & 8
= 5 WIN-UUT1181H8QM.jon: 3 130.120 re 0.0
B [H TC .
=1 etting Started Virtual Machines
0 |172.18.139.1°7 : :
o 172.18.139.2 0 MNew Virtual Machine... Ctrl+N
B 172.18.139.2 & New Resource Pool.. Ctrl+0
[ test-xp " o ;
& VMAS New vApp... Ctri+A
% :\mﬁ% Disconnect —_
& win? @ Enter Maintenance Mode |
& Xxpsp3 Rescan for Datastores...
Add Permission... Ctrl+P
Alarm
Host Profile
M  Shut Down
Enter Standby Mode
B Reboot
[@ PowerOn
Report Summary...
Report Performance...
Open in New Window... Ctrl+Alt+N
Remove
(= QNap
Image 2.1.3-1

Pero dance onfiguratio
| Status | Provisione
& MNormal 44,05 GB
& MNormal 3.63 GB
& MNormal 3.63GB

e  Refer to “Recent Tasks” list, the hosts can enter maintenance mode and the VMs can be
migrated to the other ESXi/ESX hosts

Recent Tasks Name, Target or Status contains: ~ Clet

Name | Target | Status | Detalls | Initizted by | Requested Start.= | Start Time

¥] Migrate virtual machine W VMAS.S @ Completed System 2015/1/22 1:54:...  2015/1/22 1:54:16

¥ Migrate virtual machine B VMAS @ Completed System 2015/1/221:54:.. 2015/1/22 1:54:16

¥ Migrate virtual machine & win7 Completed System 2015/1/22 1:54:..  2015/1/22 1:54:16

¥ Enter maintenance mode B 172.18.139120 @ Completed VSPHERE.LOCAL\Administrator ~ 2015/1/22 1:54:...  2015/1/22 1:54:16
Image 2.1.3-2

e Right click ESXi/ESX hosts, Choose “Exit Maintenance Mode”, the ESXi/ESX will exit
maintenance mode and the vCenter Server will assign the VMs go back to hosts
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@ WIN—UU'LllBlHB_QM.jo_meEtest.cor_n = vSph(E[e Cl|er.n - - 3 il
File Edit View Inventory Administration Plug-ins Help
(5] |€} Home P g Inventory P [ Hosts and Clusters ‘E
& & 8
2 I¥'UUT1151H5QM-1°”' 172.18.139.120 VMware ESXi, 5.0.0, 460512
= @CTCshare [esuhs ey, Summary | Virtual Machines | Performance - Con ion | Tasks & Events ' Alarms
172.18.]39."‘: - - close tab [X]
B 172.18.139)|60 New Virtual Machine... Ctrl+N
EE? 372':-13-139- & New Resource Pool.. Ctrl+0 . .
est-x soltware, suc
@ VMAsp E New VARD... Ctrl+A ts provide the Virtual Machines
N 3 vMA5.5 Disconnect hines use and 4
win2003
% win7 B Exit Maintenance Mode | network
1 s
& XPSP3 Rescan for Datastores... e
[ |
Add Permission... Ctrl+P Host
Alarm 4
Hast Profile 3
% Shut Down | W Datacenter
Enter Standby Mode S scenter server
B Reboot vSphere Client
[@ Power On
Report Summary...
Report Performance... Explore Further
Open in New Window... Ctri+Alt+N
Remove =| Learn more about hosts
@ QNaP s =| Learn how to create virtual machines
4|
=| Enhance your datacenter
Learn about vSphere viMotion, HA, DRS, and more
< 1M 3
Image 2.1.3-3
Recent Tasks Name, Target or Status contains: = Clear
Name | Target | Status | Detals | Initiated by | Requested Start..+~ | Start Time
7] Migrate virtual machine B win7 & Completed System 2015/1/26 23:54...  2015/1/26 23:54:22
#) Exit maintenance mode B 172.18.139.120 & Completed VSPHERE.LOCAL\Administrator  2015/1/2623:53..  2015/1/26 23:53:50
Image 2.1.3-4

2.2 Software configuration

2.2.1 Add vCenter server

e  Open Software manager, click “System”->“Act as Administrator”. Input the administrator
password.
e  C(lick “VMotion” node, click “Add” button
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| £| PowerWalker-WinPower Manager 5.1.0.0 -- VMotion --
System Logs Device Tools Monjtor SNMP Preference Language Help

@& 81 8@

-3
= ,,B,f{i?) IjAN | Add I Maodify Remove

- 30 LIACNWHP750654%
| B COM4 IP address or hostname Connection State Product Powered by UPS

----- B ON-LINE_123 A
@4 LIACNWhp4511838 I

Shutdown Settings

01 LIACNWHPT7506406|

)
i1 ['z SNMP
& Zvmotion )

@7 Poweritaiker

3

< 1 rjO <

e — P —— N —————— e ————

Image 2.2.1-1
o Choose “VMware vCenter” in “Product”, Input the vCenter server IP, user name,

password in “Add VMware vCenter” dialog
i
£ . -

Product .‘I.I"M“EFE vCenter =

|P address or host name |172.18.139.105

LIser Mame aasfd@vsphere.local
Password sesnsens
[ ok )| [ cance
Image 2.2.1-2

2.2.2 Check vCenter server

o The vCenter server and the ESXi/ESX hosts in vCenter server will be listed under the
“VMotion” node after adding the vCenter server
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| %| PowerWalker-WinPower Manager 5.1.0.0 -- VMotion -- B == b — Lﬂm‘

System Logs Device Tools Monitor SNMP Preference Language Help

@E8 @@

E-§® Root = -
ot Modify Remove | [ Refiesh | [ Shutdown Settings
-3 LIACNWHP7¢
-133 LIACNWHP7¢ P addre Product Powered by UPS
- laCNWHP75(] + (s VMware vCenter -
| 2 :L»v»%c‘)hg:l-un 2}172.18.139.126 @ Normal VMware ESX/ESXi
- @9 LIACNWhp4& 3 172.18.139.249 @ Normal VMware ESX/ESXi
&-133 LACNWHP7g| 4]172.18.139.231 @ Normal VMware ESX/ESXi
41y WAN k] 172.18.139.250
&-['p SNMP
& Jviotion
a‘?fﬂlﬁ'f/ﬂf}//’t’/
< m | » |5 « *
Image 2.2.2
Parameters Define
[P address List the vCenter server IP and ESXi/ESX hosts IP in
vCenter server
Connection status List vCenter server and ESXi/ESX hosts connection
status. The status refresh every 30s
Powered by List ESXi/ESX hosts powered by which UPS,
depending on NMC IP
Product There are two products: VMware ESXi/ESX and
VMware vCenter

2.2.3 Shutdown Setting

e  Choose “SNMP” node, click“SNMP”->“Search Device”, Input NMC start IP and end IP,
search the NMC.
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= - -
|£| PowerWalker-WinPower Manager 5.1.0.0 -- SNMP - I |ﬂ|
System Logs Device Tools Monitor SNMP Preference Language Help
18 B @
Lacation IF address Alias haodel Status - Load Link Serial #
-
o e -
E| @ liaCNWHPTS Search Device u
| B0 COM1 Protocol Type Protocol IPv4 ~
]
SNMP Version
103 LIACNWHPTE ShMEV)
R eeaName
{13 BN h
~® VNiotion StartIP 172,18 . 139 . 1
EndIP 172 . 18 . 139 . 254 i
sweeet o
Public Community
Found Device:
Added Device:
Search | Cancel | Close |
) Porwertatier
il
< T ] vjo <] M »

Image 2.2.3-1

e  The NMC cards are added under the “SNMP” node as below:

| £ PowerWalker-WinPower Manager 5.1.0.0 - SNMP->172.18.139.

57 -

[l

System Logs Device Tools Monitor SNMP Preference Language Help

@

81 8@

Marmal

1623

I Roof
% Model: ON-LINE  Wersion: 01.00

=-113 liaCNWHPT505|
L B4 coM
@ ON-LINE,
WP LIACNWhp451
9 LIACNWHPTS0

SNMP

172.18.139.57

172.15.140.

| 2320y
49.9Hz

Inverter KLU

+ =
Charger [LIXY

UPS Temp

& Powerttatker

Battery voltage I219.D\.f
Time remaining IDmDs

IEZEI.EV
|49.9HZ

|28.5°C

Battery Temp

LOAD

—

Load

|2.3A
ID.SK‘L-'\I'

Image 2.2.3-2

e  Choose the ESXi/ESX hosts under the “VMotion” node, click “Shutdown Settings” button
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|| PowerWalker-WinPower Manager 5.1.0.0 -- VMotion --

- T elbes]

System Logs Device Tools Monitor SNMP Preference Language Help

p
@&ES: 8@
- Root I ‘ ] i
Bt Add [ Modiy | memove | [ Refiesn ||| shutdownsettings |
113 LIACNWHP7E
) LIACNWHP7E IP address or host name Connection State Product Powered by UPS
E-L0 llaCNWHP75{ & Normal VMware vCenter -
: i “?_%’ﬁ&_m @ Normal VMware ESX/ESXi
- @9 LIACNWhp4¢ @ Normal VMware ESX/ESXi
3 LIACNWHP7g| 4 © Nomal VMware ESX/ESXi
o WA | % Communicaton Lost —\wareESGESX |
- ['p SNMP
$
) Poseriatker |
« \ m j N

Image 2.2.3-3

the NMC under the “SNMP” tree node

@J PowerWalker-WinPower Manager 5.1.0.0 -- VMotion -

Open the “Shutdown Setting” dialog, the NMC in the “Powered by UPS” list is as same as

Systemn Logs Device Tools Monitor SNMP Preference Language Help

8 B@

I-# Root

Shudy LAN [ Add ] ‘ Madify | | Remaove | [ Refresh ] [ Shutdown Settings ]
13 LIAGCNWHPT501
A LIAGNWHPTS IF address ar host name Connection State Product Powerad by UPS
0 liaCNWHPT508 4 1475 45 138,105 &) Normal Vware vGenter A
g ‘5090m LNE Normal Vhiware ESX/ESXi ]
' LIACNWh_pd.S'I 3(172.18.139.249 @ Normal Viware ESX/ESXi
113 LIACNWHPT7501 4117218138231 @ Normal Viware ESX/ESXi
3y WAN 5/172.18.139.250 G Communication Lost Vitware ESX/ESX
172.18.139.57 '@J Shutdown Settings -]
172.18.140.

Powered by UPS
Enable Remote Maintenance

Enter maintenance mode after battery discharg
Enable Remote Shutdown

Enter shutdown mode after battery discharge

é’?l"oﬂ’t’f’%fff’ff

None

172.18.13957
172.18.140.29

« | m ] b

Image 2.2.3-4
“Shutdown Setting” parameters as below:
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| £| Shutdown Settings - — Iﬁ

Powered by UPS :None -

[T] Enable Remote Maintenance

Enter maintenance mode after battery discharge |60 second(s)
[T] Enable Remote Shutdowr
Enter shutdown mode after battery discharge 600 second(s)
ok || [ cance ||
Image 2.2.3-5
Parameters Define
Powered by UPS This parameter identifies the ESXi/ESX hosts

powered by which UPS, depending on NMC IP.
The NMC in the “Powered by UPS” list must already
exist in “SNMP” tree node.

Enable Remote Maintenance If the option is enabled, the ESXi/ESX will enter

maintenance mode when the time is reached.

Enter maintenance mode after Set the timer for the ESXi/ESX enter maintenance
battery discharge mode After UPS AC failing

Enable Remote Shutdown If the option is enabled, the ESXi/ESX hosts will
enter shutdown mode when the time is reached.

»  If the “Enable Remote Maintenance” is checked

and the ESXi/ESX hosts enter maintenance
successfully, Software will shut down the hosts
gracefully.

»  If the “Enable Remote Maintenance” is checked
but the ESXi/ESX hosts enter maintenance
unsuccessfully, Software will shut down the
hosts and VMs gracefully.

» If the “Enable Remote Maintenance” is

unchecked, Software will shut down the hosts

and VMs gracefully.
Enter shutdown mode after Set the timer for the ESXi/ESX enter shutdown
battery discharge mode After UPS AC failing

> If the “Enable Remote Maintenance” is checked,

the “Shutdown Timer” should be longer than

“Maintenance mode Timer”
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» If the “Enable Remote Maintenance” is

unchecked, you can set the “Shutdown Timer”
as your needs

2.3 NMC configure

2.3.1 UPS shutdown timer

e  Open NMC web, Click “UPS Management” -> “UPS shutdown”
For the “AC Failed” Actions, We advise choose “Client&UPS Shutdown” option, so that
when the timer is met, NMC will shut down the UPS. If choose “Client” option, the UPS
will discharge until battery low when AC fail.
For the “AC Failed” Warning period, the default timer is 900s. After the UPS AC fail for
“Warning Period” time, The UPS shutdown (“UPS Shutdown Delay” timer) begin
counting down.

o  For example, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 120S as
below image:
After UPS AC fail for 900S, the UPS shutdown count down. After AC failing 1020S
(900+120) s, the UPS shut down
For more info, please refer to NMC user manual <<Network Management Card User

Manual.doc>>
- S38 e = L . . Aat — = )
(50)| & bup/ ATIBIO R suthority ohbtenl - — B~ C | @ Network Management Card ! - .
NETWORK MANAGEMENT CARD FOR UPS
UPS Management » UPS Shutdown help
UPS Status Actions Warning Period(sec) Warning Interval{Sec)
UPs Alam [Ciert Shutdown %! 500 ] [ |
UPS Param —
Client Shuldown | 0 ] [30 |
[Client Shutdown |~ 500 [30 |
Client Shutdown ] 300 a0 ]
Ea [Client Shutdown ~] /300 30 |
UPS Batlery Test Schedule Client Shutdown ~ 300 30 |
|| ~ sHMP TRAP Receivers ~ %00 30 ]
I| ~ups connguration L
UPS Control = 0 = I
re— [Ciient Shutdown ~] 300 30 |
Shutdown Scheduls [Client Shutdown [v] 800 30 |
I Client Shutdown | ° El |
HNC System Below Ba Client Shutdown ~! 0 30 |
|| Reboot system
Access Control Cancel UPS Shutdown if events Re: 8
Date and Time u e )
SHMPY11Z Configuration
Wake On LAN
Email Noiification
Firmware Upload
File Management
UPS Log
UPS Staistics Log
Event Log
System Log
< >

Image 2.3.1
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2.3.2 Software timer and NMC timer

e  Software maintenance time and shutdown time for vMotion should be shorter than
NMC “Warning Period”
For example: If the NMC shutdown setting is as the above image “Image 2.3.1” and the
“Warning Period” for “AC Failed” is 900s, then the maintenance time and shutdown time

should be shorter than 900s, so as to the UPS reserve enough time for VMware vMotion.

|£ | Shutdown Settings u

Powered by UPS I il
D Enable Remote Maintenance I
Enter maintenance mode after battery discharge EO J second(s)
[] Enable Remote Shutdown
Enter shutdown mode after battery discharge Eﬂlﬂ J second(s)

[ ok©® [ Conceii) ||

Image 2.3.2
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3. Shutdown testing

3.1 ESXi/ESX shutdown Action reflected table

HA Remote Remote VMs Action | Hosts Action VMs action
function in | Maintenance | Shutdown After hosts restart
vCenter in Software in Software

Disable Enable Enable VMs Hosts enter Depends on the

migrates to | maintenance VMs

the other mode first, startup/shutdown

available then shut down | configuration

host (Refer to section
2.1.2)

Disable Disable Enable Shut down | Shutdown Depends on the
VMs
startup/shutdown
configuration
(Refer to section
2.1.2)

Disable Enable Disable VMs Hosts enter Depends on the

migrates to | maintenance VMs

the other mode first, startup/shutdown

available crash at the configuration

host end (Refer to section
2.1.2)

Disable Disable Disable Crash Crash Depends on the
VMs
startup/shutdown
configuration
(Refer to section
2.1.2)

Enable Enable Enable VMs Hosts enter | VMs shutdown

migrates to | maintenance
the  other | mode first,
available then shut down
host

Enable Disable Enable Shutdown | Shutdown VMs shutdown

Enable Enable Disable VMs Hosts enter | VMs shutdown

migrates to | maintenance
the  other | mode first,
available crash at the
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host end

Enable Disable Disable Crash Crash VMs shutdown

3.2 Simulate shutdown testing

Test environment:
There are two ESXi hosts, two pieces of UPS and two pieces of NMC
ESXilconnect with UPS1, ESXi2 connect with UPS2
UPS1 connect with NMC1, UPS2 connect with NMC2
e  NMC web: The shutdown setting for the two NMC is as below image.
“Warning Period” for the “AC failed” is three minutes (180s)
“UPS shutdown delay” time is two minutes (120s)

1 [ o il
[ ¢ |O LR FIre——— *
on-LiNE
NETWORK MANAGEMENT CARD FOR UPS Location:
1071312016 15:51:29
UPS Management » UPS Shutdown hap
UPS Status Event Actions Warning Period(Sec) warning Intervai{Sec)
Ll .. 4G Failed Cliont Shudown '~ 160 x 30 |
UPS Paramelers - -
UPS Powered Devices Client Shutdown |~ 0 = |
UPS Identifcation Client Shutdown v | 00 B0 ]
' Clon Shadown m @ |
UPS Battery Test [Client Shutdown = 900 [30 |
UPS Battery Test Schedule [Client Shutdown ~ 500 [0 ]
EIMETRAR Bevsbes x| Client Shutdown __ ~ 300 [30 |
\RS Confiouration [Clent Shatdown v/ /800 £ ]
UPS Cantrol — £
e Client Shuldown '~ 900 30 |
Shutdown Schedule Client Shutdown [v] (800 30 |
Below Baftery Capacil Sefting Cliont Shutdown ] 0 a0 |
HMC Systsm Below Batlery Remaining Time Sefing [Client Shutdown 2 o 30 |

Reboot system
Access Control Cancel UPS S
Date and Time -
SHMPY112 Configuration
ViokeOn LA
Email Notification
Firmwrare Upload
File Management

Logs
UPS Log
UPS Statistics Log
Event Log
system Log

glefeflefdjalla]a]a]

Image 3.2-1
e  Software: ESXil powered by UPS1, maintenance time is 1 minute, shutdown time is 2

minutes
|£: | Shutdown Settings u

—
Powered by UPS 172.18.139.103 = |
Enable Remote Maintenance
Enter maintenance mode after battery discharge |60 second(s)
Enable Remote Shutdown
Enter shutdown mode after battery discharge 120'| second(s)
[ ok | [ Caceii ||

Image 3.2-2
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Software: ESXi2 powered by UPS2, maintenance time is 1 minute, shutdown time is 2

[£ | Shutdown Settings &J

minutes

Powered by UPS

Enable Remote Maintenance '
Enter maintenance mode after battery discharge |60 second(s)
Enable Remote Shutdown
Enter shutdown mode after battery discharge 120 second(s)

[ oK© | [ Cumceli) |

Image 3.2-3

3.2.1 Case one

v

vV V V V

Test result:

After UPS1 AC failing for one minute, ESXil enter maintenance mode, the VMs migrate
to ESXi2

After UPS1 AC failing for two minutes, ESXil shut down

After UPS1 AC failing for three minutes, UPS1 shutdown counter down

After UPS1 AC failing for five minutes, UPS1 shut down

After UPS1 AC restoring, ESXil start up and exit maintenance mode, vCenter Server
assign VMs go back to ESXil from ESXi2

3.2.2 Case two

Test result:

After UPS1 AC failing for one minute, ESXil enter maintenance mode, the VMs migrate
to ESXi2

If the UPS1 AC restore when the VMs are migrating, the VMs go on migrating and the
ESXil go on entering maintenance mode. But the ESXil will exit maintenance instantly
and the vCenter Server will assign VMs go back to ESXil from ESXi2

UPS1 is online, ESXi1 works fine.

3.2.3 Case three

>

Test result:
UPS1 AC fail, UPS2 AC fail
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>

A\

After one minute, ESXil enter maintenance mode, the VMs migrate to ESXi2.

ESXi2 enter maintenance mode, but there are no available hosts, so ESXi2 enter
maintenance mode failed

After two minutes, ESXil shut down, then VMs on the ESXiZ2 shut down, finally ESXi2
shut down

After five minutes, UPS1 and UPS2 shut down

UPS1 and UPS2 AC restore, ESXil start up and exit maintenance mode, ESXi2 startup
and work fine
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4. ProtectvCenter Server

4.1 Protect vCenter Server via Software

, vCenter Server

P

——r

-' Power

UPS USB/RS232

NAS/SAN

Image 4.1-1
o  Software is installed on vCenter server, UPS is connected with vCenter server via
USB/RS232
Auto search UPS firstly, then set the shutdown parameters
For more info about Software shutdown, please refer to Software user

manual<<UserManual.doc>>
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-l SNMP
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Charger [LILX
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Image 4.1-2
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Shutdown Settings — P —

S

Shutdown Options

|com4
iAllow battery to discharge for,

[7] Shut down when remaining battery time is below
System @ Shut d-:mrnj ) Hibernate
Shut down UPS
Time needed for system shutdown

Beqin Shutdown Immediately when Battery is Low

] Begin Shutdown when UPS Battery is at % Capacity or lower

~ | ON-LINE_12245678912345678901

[T] Multi-UPS input

=
10 |Zm

Powered by [Load Segmenti - I

[7] Accept Remote Shutdown signal from other Agent Add
El : min shutdown system Remove |

[7] Run Command File before Shutdown Browse.. |

Shutdown File Max Execution Time “ min

Run Mode @ Service ) Non-Service

Shutdown Remote Agents

Shutdown Conditions

Agent is shutdown

Shutdown Alarm Farameters

Shutdown Alarm Interval

Scheduled Shutdown Countdown warning

— e —— d

Image 4.1-3
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4.2 Protect vCenter Server via SPS

. VCenter Server

—y

-, Power

UPS NN

NAS/SAN

Image 4.2-1

e SPSisinstalled on vCenter server, UPS is connected with NMC, Add NMC in SPS
When the UPS AC fail, the NMC will send the shutdown notification to SPS, the SPS will
send shutdown command to vCenter server
For more info about SPS shutdown, please refer to SPS user manual<< System Protect
Software User Manual.doc >>
For more info about NMC shutdown, please refer to NMC user manual<< Network
Management Card User Manual.doc >>
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|8 | System Protect Configuration ==

System Log Language

Device List Events
------ 172.18139.95(2993) Ac Eail -
Battery Low
["1UPS Overload =
[ UPS Over Temperature

Weekly Schedule Shutdown
Specific Day Schedule Shutdown

["] EMP Over Temperature
Add | ‘ Remove ] EMP Over Humidity
- - ] EMB Crntart] Alarm T
Modify | ‘ View 4| I 3

Local Configuration

I Alias: LIACNWHP7501365.napa.ad.etn.com

System Shutdown Options

Cancel Shutdown if events Restored in Shutde  Action

Shutdown Delay: 0 Sec () Event Warning

[T Run Script Before Shutdown

File Path:
| ) Sleep
Script Max Execution Time; 60| Sec.

QK l ‘ Cancel H Apply

Image 4.2-2
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5. Protect NAS/SAN (NAS QNAP TS-269

pro as example)

5.1 Over viewer

vCenter Server

*, vMotion/Shutdown

b 4

B Power S 2
_ b pasconseor §
NAS/SAN
UPS USB/NMC
Image 5.1

5.2 Protect NAS/SAN via SNMP

Note: Please purchase NAS/SAN attachment with “USB/SNMP” function
e NAS/SAN is powered by UPS, UPS is connected with NMC
e Open NAS Web, click “External Device”->“UPS”, choose “UPS with SNMP

management” in the “Protocol”, input NMC IP, set the shutdown condition
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— QLLLELB @CDntrDlPanE\ x (@) ‘ 3 :ﬂ ; ‘ n admin v Q@ @ @ =
_—

Control Panel

E Search Q) (& | =2 ) |

- - ”~
== Overview il

{3} System Settings g i | - =
Com— |

— =

L'_.j General Settings

Backup / External System Status System Logs
Restore Device
B Storage Manager
;,(_‘ Network External Storage USB Printer ups
- [¥| Enable UPS Suppart
( Security =
B Protocol: UPS with SNMP management 7
Hard:
I8 Hardware L 1P Address of UPS: 172.18.139.35
v Power urn off the server after the AC power fails for
& Notification minute(s): 5
g Firmware Update ©) The system will enter "*auto-protection” mode after the AC power fails for

© Backup / Restore

) *Auto-protection: when the power restores, the system automatically resumes to its previous state
& Fxternal Device

B System Status

= System L w
& System Logs UPS Information

A Privilege Settings

@ Network Services N ormal Manufacture: EPPC
Battery capacity: _ Model: ON-LINE
&2 Applications Estimated protection time: 5:46:0 (hh:mm:ss)

B station Manager

% Backup Station
\eplv Al !

 Web Server ~

Image 5.2-1
e NAS server will be shut down after UPS AC failing for 5 minutes. You can check the
system logs also.
The system logs recorded “Power loss detected on UPS. System would be shut down
after 5 minutes”

System Logs ° 0 0
2

- System Connection Logs Online Users Syslog Client Management
Ui Save Content Search

Time Users Source IP Computer name Content

16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS support has been enabled I

16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS settings have been changed

16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS model has been changed to USB server mode L

16:06:58 System 127.0.0.1 localhost Power has returned to UPS. Canceling shutdown.

16:06:22 System 127.0.0.1 localhost Power loss detected on UPS. System would be shutdown after 5 minute(s).

Image 5.2-2

5.3 Protect NAS/SAN via USB

Note: Please purchase NAS/SAN attachment with “USB/SNMP” function

e NAS/SAN is powered by UPS, UPS is connected with NAS/SAN via USB

e  Please take priority of purchasing HID Power Device UPS, because only partly Q1 UPS
are supported. Following Q1 UPS are passed our testing:
PID/VID: 0665/5161, 06da/0003, 06da/0004

e  Open NAS Web, choose “External Device”->“UPS”, UPS will be detected automatically
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Set the shutdown condition.

ﬁ@mm | @ co. x © O GG Al =dnn =T aTd

Control Panel

E Search Q [ - Ees

| m—

= Overview

, —
'Q} System Settings R~ \ - = ‘
\ C— =—= -

- . —
[& General Settings Backup / Extemnal System Status System Logs

& Storage Manager Restore Device

;-f_, Network External Storag; (JSB Pnnte; | upPs

C.Di Security

@ Hardware

i Power

& Notification fo the server after the AC power fails for
minute(s): 2

& Firmware Update

©) The system will enter "*auto-protection” made after the AC power fails for
©- Backup / Restore

ExrmE Dy *Auto-protection: when the power restores, the system automatically resumes to its previous state

System Status

]

System Logs

A Privilege Settings UPS Information

Network Services
@ Normal Manufacture: PPC
& Applications Battery capacity: |G

Estimated protection time: 2:8:0 (hh:mm:ss)

DDl AL

Image 5.3
o  NAS will be shut down after UPS AC failing for 2 minutes.



